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Step 1 — Download Install Files

@
Zen

SOFTWARE

| Wome | Accownt | Prouts | Support | Rescllers |
@ SecurityGateway

For Exchange/SMTP Servers

Latest release is: 1.0.2, release notes

Download the latest release

simple | powerful | accurate

Ensure you've downloaded the latest versions of both SecurityGateway and the ProtectionPlus plug-in from:

SecurityGateway for

Exchange /SMTP Servers

This version: »v1.0.2

File size: 31.2 MB

Runs on: Microsoft Windows Vista/sP
F£2000/2003 operating systems
[Downlaad]

ProtectionPlus for
SecurityGateway

This version: »1.0.0

File size: 24,7 MB

Runs on: Microsoft Windows Vista/=P
/200042003 operating systems
[Download]

Click here for SecurityGateway documentation.

0161 660 5738

sales@zensoftware.co.uk

= Overview

= Datashest

= Download Trial
* Pricing

= Buy

> Socreenshots
> Features...

= Demo Yideo
» Deployment
> ProtectionPlus

= Documentation
= Knowledge Base
= Contact Us

www.zensoftware.co.uk/securitygateway
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Open File - Security Warning 5[

Do you want to run thizs file?

Mame: sg_en.exe
FPublizher: Alt-M Technologies, Ltd.

Type: Application

From: C:\Documents and SettingsiadministratoriDeskiop

v Always azk before opening this file

YWhile filez from the Internet can be uzeful, thiz file twpe can
o potentially harm pour computer. Only run zoftware from publizhers
wou trust, What's the risk?

Double-click the SecurityGateway installer to begin the installation.

@ SecurityGateway

For Exchange/SMTP Servers

This program is probected by copyright bvw and international treaties. Unautharized repraductian '@;
ar distritiatian of this program ar any pertien of i1, may esullin severe criminal and <iwl penalties, L] .
and will b= prosecuted ta the maximum extent possible under law. Copyright 1996-2008 S0 )_
Techrologies, Lid.

Once you've launched the installer, you'll see the splash screen.
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Step 2 — Welcome Screen

#3 SecurityGateway for Exchange/SMTP x|

SecurityGateway for Exchange/SMTP

Thiz procesz will install SecurityG atewway for Exchange/SMMTE 1,02,

Prezs the Mext button to start the ingtallation or upgrade.

Y'ou can press the Cancel button niow if you do not want to install Securnity ateway
for ExchangesSMTE at thiz hime.

Pleaze exit all ather programs before continuing thiz installation.

Click here to zee what's new before installing 5 ecunityi ateway for Exchange/SMTR

LCancel |

This is the welcome screen, click “Next" to continue.
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Step 3 — License Agreement

#3 securityGateway for Exchange/SMTP Installation x|

License Agreement

Al-M Technologies End-User License Agreement [ELILA] ﬂ

LICEMSE AGREEMEMNT

Flease read thiz entire agreement. [F you do not agree to the termz of this
agreement promptly return pour distribution materialz to the place you obtained
thern for a full refund or delete vour trial package.

&LT-M TECHMOLOGIES EMD-USER LICEMSE AGREEMEMT

Thiz End-Uszer Licenze Agreement ["ELLA"] iz a legal agreement bebween pou
["'Cuztamer ar "'Sub Licensee'] and Al-H Technologies ['Licenzes"] far the
Alt-M zoftware productz] vou are instaling which include(z] computer software,
"anling' ar electronic documentation, and may include azsociated media and
printed matenialz ["SOFTWARE PRODUCT" or "SOFTWARE").

At the License Agreement, please read the terms and click “| Agree” button to continue.

@ Zen Software - UK and Ireland Distributor

zZéen
SOFTWARE t: 0161 660 5738
e: support@zensoftware.co.uk
w: www.zensoftware.co.uk




Step 4 — Installation Location

;?—' SecurityGateway for Exchange /SMTP 5[

Select Destination Directory

Setup will ingtall Securnity ateway for ExchangeSkMTR in the following folder.
Ta install into a different folder, click Browse, and zelect another falder.

'ou zan chooze not to install SecuntyG ateway for Exchange/SMTP by clicking
Cancel to exit Setup.

" Destination Folder

C:\Program Fileshalt-N TechnologieshSecurity ateway Browse... |
Cancel |

Select a destination directory for the installer to copy files into. Click the “Next” button to continue.

@ By default, SecurityGateway installs into the \Program Files\ directory for Windows Vista
compliance, but any directory location can be specified.
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Step 5 — Registration Information

#3 securityGateway for Exchange/SMTP Installation x|

Registration Information

Fleaze enter the following information,

License name
J&ltN Lab

Company ar diztributor
I.-’-'-.It-N Techrologies: Lab

Feniztration key [leave blank for 30-day fully functional trial]

Registration Information

Enter your registration information and click the “Next” button to continue.

A Leaving the registration key blank creates a 30-day trial key as with all of Alt-N’s products.
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Step 6 — Begin Installation

,1 SecurityGateway for Exchange/SMTP x|

Ready to Installl

You are now ready to install SecurityG ateway for Exchange/SMTP.

Press the Next button to begin the installation or the Back button to reenter the
installation information.

¢ Back LCancel

Ready to install!

Click the “Next” button to continue with the installation process.

Copying Claméy files:
C:A . hSecunity atewayworedizt_xB6 exe

1002

The files are copied to the destination directory.

SecurityGateway for Exchange/SMTP

g Creating new database...
g

Cancel |

The database is then created.
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Step 7 — Your Domain Name

What Is Your Domain Name?

Please enter your domain name here. v'our domain name is the part to the right of
the @ symbol in vour email address.

Dromain name

Enter the domain name used in your email address (e.g. example.com).

Q If there are multiple domain names to be setup in SecurityGateway, enter the first one here, and
during the setup the others can be configured once installation is complete
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Step 8 — Choosing a Verification Source

Huow will SecurityGatewan for Exchange/SMMTE determing who iz a valid user for
thiz domain?

* Users will be entered manually
© SMTP “call forward verification
" Active Directory / Exchange

" MDaemon using mingsr

" LDAP server

Choose the type of User Verification Source SecurityGateway will use to confirm the validity of users and
local email addresses.

f This may be changed later, and there may be multiple selections, this is only the initial setting.
After you have selected your initial user verification source, click the “Next” button to continue.

The five User Verification Source types are:
1) Users will be entered manually
The administrator(s) will enter each user/ address manually to set them up in SecurityGateway.
2) SMTP 'call forward' verification

This verification source uses an SMTP session to determine whether email addresses exist on the
mail server. If they do, they're automatically added to the database and the mail accepted.

A When using this verification method, at this time aliases will also count as users so administrators
should be aware of this when choosing a license size.

3) Active Directory/ Exchange
SecurityGateway will query the AD/Exchange server to confirm the validity of any unknown email

addresses. If they’re found, they’re automatically added and the full user list pruned for any
changes.
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4)

5)

When using this verification method, any aliases will be recognized as such and will not be
counted as a “user” in terms of licensing.

MDaemon using Minger

SecurityGateway will check with MDaemon’s own Minger server to confirm the validity of any
unknown email addresses.

When using this verification method, any aliases will be recognized as such and will not be
counted as a “user” in terms of licensing.

LDAP server
SecurityGateway will query an LDAP database to confirm the validity of unknown local addresses.

Q LDAP (Lightweight Directory Access Protocol) is the Internet protocol for directories and
found in a range of applications, including some mail servers.

As with SMTP verification, at this time aliases will also count as users so administrators
should be aware of this when choosing a license size.
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Step 9 — Email Server Details

3—' SecurityGateway for Exchange,/SMTP Installation 5[

Email Server

Securityi ateway for Exchange/SM TR will zend all email for domain compar. mail o
thiz email zerver:

Descriptinn compary. mail mail serve

Hozt Mame or [P |mail.u:u:um|:uan_l,l.mail Part: |25

[~ Beqguires SMTP authentication

Lzer name:; I

Paszword: I

¢ Back | Hewt = I Cancel

Description

This field will auto-populate with the domain information you entered at the previous screen.
Host Name or IP

This field will auto-populate with the domain information you entered at the previous screen.
Port

Set the port that SecurityGateway will use to send mail to the server (the default is 25).

A If you have a specific port setup for your internal mail, it can be accommodated here during the
install.

Requires SMTP Authentication

Finally, if you would like the domain mail server to authenticate with SecurityGateway when sending emails,
those credentials can be entered here during the installation.

Click the “Next” button to continue when finished.
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Step 10 — Administrator Account Setup

3—' SecurityGateway for Exchange,/SMTP Installation 5[

Set Up Administrator Account

The created account will be a global adminiztrator. *f'ou can get up more accounts
from within SecurnityE atewsay later,

i L acal User - member of local domain [company. mailf

" External - not a member of local domain [company. mail]

Full narme IFrank Thomasz

Mailbox [don't include a domain name] |frank.thnmas

PaSSWD[d Ixxxxxxxxx

“erifp Pazsword I"""“""*"*

¢ Back | Hewt = I Cancel

Set Up Administrator Account (Local user)

This account is a global administrator account with access to all of SecurityGateway’s settings. Additional
accounts and administrators can be set up after the installation.

Enter the user’s name (e.g. Frank Thomas).

Q The mailbox name is the part of the email address to the left of the ‘@’ sign (e.g. if the email
address is frank.thomas@example.com, the mailbox name would simply be ‘frank.thomas’).

Set the user’s password.

It is suggested that you choose a “strong” password, consisting of eight or more characters including capital
and lower case letters, numbers, and special characters not defined as letters or numerals:

T~T@ES %A () _ -t ={}[]1\ " <>, 02

Set Up Administrator Account (External)

An administrator can be external to the SecurityGateway domains. Simply choose the external user option
and instead of defining the administrator's mailbox, enter the full, external email address. This will be their

username when logging in to SecurityGateway.

Click the “Next” button to continue.
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Step 11 — SMTP Port Configuration

#3 SecurityGateway for Exchange,/SMTP Installation x|

SMTP Ports

“'ou can choose which ports to lizten for SMTP connections

SMTP Porks: 25

Dedicated S50 Parts: 465

k54 Poartz: 537
Defaults are 25, 465, and 537

SMTP Ports
For most installations these won't need to be altered.

The ports should be left as their defaults, unless there are special circumstances such as a custom setup for
mail on the internal network or a router is redirecting ports for example.

Click the “Next” button to continue.
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Step 12 — HTTP User Interface

43 SecurityGateway for Exchange,/SMTP Installation 5[

HTTP User Interface

The HTTP Host Mame will be uzed to construct login links for the quarantine
zummarny repart and other zustem generated emall messages.

HTTP Hozt Mame: [ex: sg.company. mail]

Isg.u:u:umpan_l,l.mail

“'ou can choose which ports to lizten on for HTTP connections

HTTP Part: |4IZIEIEI [refault; 4000
HTTFS Part: |4443 Default: 4443

¢ Back | Hewt = I Cancel

HTTP Host Name

This field will auto-populate with the domain information you entered in Step 7.

@ If you leave the domain name as the top-level only (e.g. example.com), it may resolve to the Web
server and not to SecurityGateway.

HTTP Port

For most installations these won'’t need to be altered.

The default listening port of the interface is 4000 and the SSL listening port is 4443.

These settings are important as they are used for configuring SecurityGateway's web interface. This host
name and these ports will be used in login links created by SecurityGateway for the various notification

messages and quarantine summaries sent to users.

Click the “Next” button to continue.
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Step 13 — Final Steps

3—' SecurityGateway for Exchange /SMTP 5[

Finished

Inztallation of 5ecuntyGateway for Exchange/SMTP has completed.

Your set-up is now complete.

Click “Finish” to complete the installation.

SecurityGateway for Exchange /SMTP

Please wait while the Securnityi ateway for
Exchange/SMTR service starts...
=

The installer starts the SecurityGateway service.

SecurityGateway for Exchange /SMIP ﬂ

'aur web browser will now open and take you
to the SecurityE ateway for ExchangedSMTR
configuration soreen.

“whern azked to log in, usze the administrator
credentialz you entered earlier.
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Step 14 — Log in

) SecurityGateway for Erchange/SMTP - Mozilla Firefox = x|

File Edit View History Bookmarks Tools  Help

©SecurityGateway

For Exchange/SMTP Servers

Email Address: frank, thomas

Password: E R
Language: English =

| Sonln | Forgot Password

SecurityGateway for Exchange,/SMTP ¥1.0.0 ©2008 Alt-N Technologies

‘ Cone

The SecurityGateway log in page opens.

You're now able to log in using the credentials of the global administrator you’ve just created during
installation.
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Install Complete - Dashboard View

¥ SecurityGateway for Exchange/SMTP - Mozilla Firefox

File Edit View History Bookmarks Tools  Help

=@ x|

SecurityGateway Dashboard

Help | About | Sign Out

+ Dashboard

* My Account
o My Settings
< My Whitelist
@ My Blacklist

* \iew My Quarantine
* \figw My Message Log

Dashboard
Setup / Users

Security

Messages f Queues

Logging

Reports

‘ welcome to SecurityGateway for ExchangefSMTR. Select an action from the list below or the menu to the left,

-

@ﬂ Server Status

@ SMTP service is active, Stop the SMTP service

Unregistered trial key walid for 10000 wsers. Your trial has 30 days remaining.

Manage product registration and activation

Your server is hosting 1 domain with a total of 1 user

(w3 Server Statistics

Inbound vs. Qutbound Messages

Last 24 hours

a0

60

Messages

40

20

0,
G

A}

e *
AR R EEET

Hour

» Inbound » Outbound

KB

T
,\V‘ bﬁ"

a0

60

40

z0

Total Bandwicdth used by Emall

Last 24 hours

Transferring data from localhost, .

Congratulations, your installation is complete and you are ready to start using SecurityGateway!
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Additional Information — Preparing for Install

There are three domain names to plan for when setting up SecurityGateway (these should all have proper
and correct DNS entries):

1.

The domain name used in the email address

This is the first domain you intend to have SecurityGateway protect.

This domain’s MX record needs to point to SecurityGateway’s IP address or SecurityGateway’s
domain name (ensure this isn’t the email server SecurityGateway is protecting).

NOTE - If the name used in the email address points to the domain name of SecurityGateway, that
domain name will need an A record pointing to the IP address of SecurityGateway.

The domain name of the email server SecurityGateway is protecting

This domain name needs an A record that points to the email server SecurityGateway is protecting.

The domain name of the SecurityGateway server

Make it's A record points to the SecurityGateway server. Leaving the domain name as the top-level

domain name may point to the web server and not to SecurityGateway.

Example:

Let’s say these domains exist with these DNS records where 10.0.0.1 is the web server:

example.com
A=10.0.0.1
MX = mail.example.com

mail.example.com
A=10.0.0.2

Setting up SecurityGateway for this existing domain, example.com, and there is a new computer
with SecurityGateway at the IP 10.0.0.3. The domain example.com’s MX record needs updating
and sg.example.com needs to be created. The DNS records would then be:

example.com
A =10.0.0.1
MX = sg.example.com

mail.example.com
A=10.0.0.2

sg.example.com
A =10.0.0.3
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